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Cyber Security Awareness —Staying Protected While Always Connected

Of course prevention is the best protection from a cyber-security breach. Has your office or agency
taken proper steps to prevent a breach? Enterprise IT Services (EITS) Security Policies, Standards and
Procedures (PSPs) have been established to improve the State’s cyber security posture. These define
minimum standards for state IT departments and other technical support providers in securing
information, systems and infrastructure.

e State Information Security Policies, Standards and Procedures
http://it.nv.gov/governance/state-policy-procedures/

e EITS Information Security Policies, Standards and Procedures
http://intranet.nv.gov/Governance/Enterprise IT PSPs/Security/

What'’s the cost of a Cyber-Security Breach?

e 2015 Ponemon Institute's Global Cost of Data Breach Study Reveals Average Cost of Data Breach
Reaches Record Levels — includes Key Takeaways of 2015 Ponemon Study
http://www.prnewswire.com/news-releases/ponemon-institutes-2015-global-cost-of-data-
breach-study-reveals-average-cost-of-data-breach-reaches-record-levels-300089057.html

e 2015 Verizon Data Breach Investigation Report —

o Takeaways From the 2015 Verizon Data Breach Investigations Report
http://www.tripwire.com/state-of-security/security-data-protection/cyber-
security/takeaways-from-the-2015-verizon-data-breach-investigations-report/

o Reading between the lines — Verizon Data Breach Investigations Report
http://www.computerworld.com/article/2910947/data-security/reading-between-the-
lines-verizon-2015-data-breach-investigations-report.html

e Fortune.com — Ponemon vs. Verizon: The hotly disputed black magic of data breach cost
estimates
A single stolen customer record costs probably somewhere between $0.58 and $201. What’s
the best model?
http://fortune.com/2015/04/24/data-breach-cost-estimate-dispute/

e Noteworthy Data Breaches —
o 2015 Health Data Hacks: Stunning Stats
http://www.careersinfosecurity.com/2015-health-data-hacks-stunning-stats-a-8452
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o You Had an Ongoing Data Breach for Months. How Could You Not Know?
http://www.business.com/internet-security/data-security-breach-why-they-go-
unnoticed/

o JP Morgan and Others — How Did Hackers Hide From JP Morgan for Two Months?
(and sometimes hide for well over a year)
http://www.observeit.com/blog/how-did-hackers-hide-jp-morgan-two-months
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